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19,000 Delaware Consumers Affected by Data Breach 

DOVER, DE (January 13, 2017)- As a result of multiple consumer complaints, the 
Delaware Department of Insurance has been made aware of a security breach, 
involving Summit Reinsurance Services, Inc. ("SummitRe") and BCS Financial 
Corporation, both subcontractors of Highmark Blue Cross Blue Shield of Delaware. The 
breach affects thousands of Delawareans with employer-paid plans. As reported by 
Karen Kane, Director of Privacy and Information Management for Highmark Blue Cross 
Blue Shield of Delaware, the breach impacts a total of sixteen current and former 
Highmark self-insured customers and approximately 19,000 of their members. In 
response, Commissioner Navarro issued the following statement: 

"We are aware of the reported breach. I would like to ensure Delaware consumers that 
the Department of Insurance takes this matter seriously and is currently investigating 
how this occurred. I have directed my staff to closely monitor the situation as it 
develops. Many Delawareans have received mailed correspondence frpom SummitRe 
explaining the breach (See Attachment). Unfortunately, we fear that many may have 
misinterpreted or inadvertently discarded the letter as some form of a sales ad (due to 
the fact that they had not purchased any line of insurance from SummitRe). If 
consumers have received a letter from Sum mitRe regarding this situation and have 
questions, they may contact the Delaware Department of Insurance at 1-800-282-8611 
or 302-674-7300, or by e-mail at DOI_Consumer_Resource@state.de.us." 

The Commissioner has ordered an investigation into the reported breach. Highmark 
Blue Cross Blue Shield of Delaware is cooperating with the Delaware Department of 
Insurance to resolve the matter. 

### 



· l;il SummitRe 
Return Mail Processing 
P.O. Box 205 
Claysburg, PA 16625-0205 

RE: Notice of Data Incident 

Dear•••••• 

January 4, 201 7 

Summit l{einsurance Services, Inc. ("Summit") is writing to inform you of a data security event that 
may affect the security of your pet·sonal information and to provide you with information on how to 
better protect against the possible misuse of your information. Summit has your infmmation 
because we provide underwriting and consulting reinsurance services to ce11ain insurance 
companies. 

What Happened? On August 8, 2016, Summit discovered that ransomware had infected a server 
containing certain personal information. Summit immediately launched an investigation to determine 
the natme and scope of this event and to prevent the encryption of data contained on the server. 
Summit also began working with third-party forensic investigators to assist with these efforts. While 
our forensic investigation is ongoing, it appears that the u11authorized access to the server first 
occurred on March 12, 2016. To date, Summit has no direct evidence that such data has been used 
inappropriately. 

What Information Was Involved? The information contained on the affected server may have 
included your name, Social Security number, health insurance information, provider's name, and/or 
claim-focused medical records containing diagnosis and clinical information . 

What Are We Doing? We take the security of information in our care very seriously. Although the 
forensic investigation is ongoing, to date, we have found no direct evidence of actual or attempted 
misuse of personal information on the affected server as a result of this incid~nt. Nevertheless, in an 
abundance of caution, we are notifying you of this incident. Additionally, we have notified your 
insurance company. 

We are also providing you with information you can use to better protect against identity theft and 
fraud, as well as access to one year of credit monitoring and identity restoration services at no cost to 
you. You can find more information and steps you c.an take, as well as information on how to enroll 
in the credit monitoring services, in the enclosed Steps You Can Take to Prevent Identity Theft and 
Fraud. 
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To help you further safeguard against any potential misuse of your personal information, we are offering you 
acct::s to one (1) year of complimentary membership in Experian's® ProtectMylD® Alert. This product helps 
dcicd possible misuse of your personal info rm~tion and provides you with identity protection support focused 
on immediate identification and resolution of identity theft. To enroll, please follow the instructions below: 

~ Activate ProtcctMylD Now in Three Easy Steps 

1. ENSURE That You,:f.:n.roll By: March 31,2017 (Your code will not work after this date.) 
2. • VISIT the ProtectMyJD Web $it.e to enroll: www.protectmyid.com/alcrt 
3. PROVIDE Your Activation Code: PABWARUJE 

If you have questions or need an alternative to enrolling online, please call (877) 297-7780 and provide 
engagement#: PC105331. A credit card is not required for enrollment. Once your ProtectMyiD membership 
is activated, you wilt receive the following features: 

• 

• 

Fr:ee copy of your Experian credit report 
Surveillance Alerts for: Daily Bureau Credit Monitoring: Alerts of key changes & suspicious 
activity found on your Experian credit repott. 
Identity Theft Resolution & ProtectMyiD ExtcndCARE: Toll-free access to US-based customer care 
and a dedjcated Identity Theft Resolution ngent who will walk you through the process of fraud 
resolution from start to finish for seamless service. They will investigate each incident; help with 
cont.acti11g credit grantors to dispute charges and close accounts including credit, debit and medical 
insurance cards; assist with freezing credit files; contact government agencies. It is recognized that 
identity the.ft c<~ n hil ] pen months and ' vt.:n years afLcr a da ta breach. To oiH:r Added protection, y u will 
receive Exten j 'AR ETM, which provides you with lh • J;: tm high-level of Fraud Rusolutl n suppoti even 
after your ProtectMyiD membership has expired. 
$1 MiJlion Identity Theft lnsurance1: Immediately covers certa.in costs, including lost wages, private 
investigator fees, and unauthorized electronic fund transfers. 

We encourage you to remain vigilant against incidents of identity theft and fraud, to review your account 
statements, and to moni tor your credi t reports and explanation of benefits fo rms for suspicious activity. Under 
U.S. law you are entitled to one free credit report annuHlly from each of the three m~jor credit repmiing 
bureaus. To order your free credit report, visit www.annualcreditreport.com or call, toll-free, 1-877-322-
8228. You may also contact the three major credit bureaus directly to request a free copy of your credit report. 

At no charge, you can also have these credit bureaus place a "fraud alert" on your file that alerts creditors to 
take additional steps to verify yom identity prior to granting credit in your name. Note, however, that because it 
tells creditors to tollow certain procedures to protect you, it may also delay your ability to obtain credit while 
the agency verifies your identity. As soon as one credit bureau confirms your fra11d aleJt, the others are notified 
to place fraud alerts on your file . Should you wish to place a fraud alett, or should you have any questions 
regarding your credit: report, please contact any one of the agencies listed below. 

1 1 dentity theft insurance is underwritten by insurance company subsidialies ot' ntnliales of American lntcrnntionnl Group, Inc. (ATG). The 
description herein is a Slll11lllat y ~nd intended for informational purposes only nnd does nol include nil terms, conditions ond exclusions of the 
policies described. Plense refer to the octual policies for terms. conditions, and exclusions of covemge. Coverage mny not be nvnilnb!e in all 
jurisdictions. ' 



Equifax 
P.O. Box 105069 
Atlanta, GA 30348 · 
800-525-6285 
www . ..:qt ri!'n,. ·nm 

Experian 
P.O. Box 2002 

tiAllen, TX 75013 
888-397-3742 
www,t!.Xpl:rinn. -·om 

Trans Union 
P.O. Box 2000 
Chester, P A 19022-2000 
800-680-7289 
\'f\lf'N .Lrunsunion. corn 

. .. 

You may also place a , e urity freeze on your credit reports. A seuurl ty freeze prohibits a credit bureau from 
releasing uny information from a consumer's credit report without the consumer's written 
att lhnrizo tinn. II w ·v •r pi ·ase bu advise I tlutt pl11l'i ng i curify free(:e n your credit report may delny, 
itH ·rr•t · with . nr pr ·v ·nt Ill ' ltmr ly :rppn1v:ll ol' uny r que ts you mnkc for n w I ans, crcdil mortgag •s · 
·mpln.'nlenl. h ~)us in ..! or 1HIIcr" ·rvi •:-., I r y HI hove h ·en a victim of. id ntil y thcl'l., and you provlde lhi.:: credit 
hlii\JHLI with :1 v:did 1 nlic.: r ·p r·t. it cunnut charg ynu to plac , li st of rem ve a ccurity l'rueze. In all other 
em;··. a T •di l lut\;:ll! tnay ·hel l':" you a !' '~.: to pl ;tOI:!, temp rarily lift, or permum:ntly rrmov a secut•ity 
l'r 7. '. You will n · d l l plac • a ~ · ' ttrily 1'1\~ 1.. scparat ·ly witb •nch f lhe lim~~ mnj r cn:tli.t bureaus listud 
al (IV • i I' you wi:;h f ( l pia · • u rr "' · nn nil , r y0ttr .,._. lit files. T fi nd ut more n how to place a securi ly 
lh.:czc. youl·.an usc 1hc l'ollnwing conl:tr1 mli>rtnlllion: 

Equifax Security Freeze 
P.O. Box 105788 
Atlanta, GA 30348 
1-800~685~111 J 

m vw.uq tti !lt ~ . ·omlh~lp/ 

g ·di t- ft· · ':'.clen_t,1~ 

Expcrian Security Freeze 
P.O. Box 9554 
Allen, TX 75013 
1-888-397·3742 

Trans Union 
PO Box 2000 
Chestet·, PA 19022-2000 
1-888-909-8 872 

In rdc:r 1 ' t\:qu ·st 11 s ltl' ily l'r ' ·1. •• yo u wi ll nevd to supply your full nunw, address. d:tll' or birth, Sodnl . 
S ' ' ttr il ,1 11llll11 t'r. ' 111'1' ' 111 il ldr .·:-. , all uddn;:.'Si::.' 1'11' ll ]' l l fiw pn. ious )'l.'itl'.' , ' 111 :J i l :1ddress. :1 Cll j'J)' I' your slate 
idl~nlili 'i!l i n ~:a I or driv r's li ·c11: '. uml u 1.:opy 1 I' a utilit • hill, bnnl or ins11ran · . sta t m !nl, nr otlll!l ' 
:ill t((, l1'l011 1 provi1t • r~~id ' ll · '. 1: • s vm luw~:d 11 wh ' I· you liv , but commonly rang ' ti·om $5 to $.10. 

You cau fu rther ed~tca te yourse lf rc •ttt· lin" id 'nt:I IY th ft, fraud alerts, atlcl the steps you can take to .Pr t ct 
yourself' by c ntacting the Redernl 'I I'll I · C 11 1111i ·. ion or your state Attomcy General. The Fedel'al Tr~.de 
f ' mHnl ss ion can be r ~: l ·h ·u ut: ()(l(l 1'-nn:y!VH IIi :t / \ VI.! lllll.! NW. (lshingt 11. () • 20:~0 . ww.id 'tll itythd 'l. •ov, 
1 -~77- 11 - 1'111 ~ 1 · 1 ( 1-N77-4J!-:-4: ]8); TTY: 1-N 6~CI5 . -4:?.f,l . Tit • F ·d -•t•al 'l'md • 'omm h ionnlso l!ll 'Ulll'ilg ':.. 
11\n)\l! wh1l d1 : ·ov ··r th. 1 Lh ·ir lnl'urnmtion llns I c ' 11 m isu~l:d to li lo.: 11 t:ompluinl \\l ith them . ln~ lo n~.: •); 11 1' nown 
or :;uspectt:d itknt ity t.ltt:l't sho11ld also bL~ rl!portl'd to law enforcem(;'nt or your lltate Attomey General. The 
mailing 11l' this notke wm: not delayed by law enli>rl·eme111 t. 

St:ttl'·· pccifk lnfonttuliou 

Rhode Island residents : 
• lbve a right lo file ancl obtain a police report. If the police report is then provided to a credit bureau, it 

cmmot chargL' you lo pht~l!, lift, or remove a security freeze. 
• Ha Vl' the right to know that, to date, 0 Rhode Island residents have been identified as potentially 

nfl i.: 'k'd by this incidL'nt. 
• May contact the Rl Attorney General's Office at (401) 274-4400, http://www.riag.ri.gov/, or 150 South 

Main Street, Providence, RJ 02903. 



We are committed to the security of the information in our system and we have worked, and will 
continue to work, to enhance the protections in place to protect data in our care. 

What Can You Do'? You can review t.he enclosed Steps You Can Take to Prevent Identity Theft 
and Fraud for more infonnation on ways to protect against the potential misuse of your 
infonnation. You can also enroll to receive the credit monitoring and identity restoration services 
we are offering at no cost. 

For More Information. Again, we take the security of sensitive information in our care vel'y 
seriously and we regret any concern or inconvenience this incident rriay cause you. We understand 
you may have questions that are not addressed in this notice. If you have additional questions, 
please call our dedicated assistance line at (877) 215~9747, Monday through Friday, 9 a.m. to 7 p.m. 
EST (closed on U.S. observed holidays) and provide Reference Number 29961 13016 when calling. 

Sincerely, 

Mark Troutman 
President 


